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Intro u tion

P - IS rocessor ic ist e HP-UX o erating system is running on is an
e tensiono IS educed Instruction Set om uter arc itecture rocessors
amily. ismeanst att e rocessorsu orts a very regular set o instructions
all instructions are o t e same lengt 32 it registers and o codes most o
t em a earint e same locations. e rocessor as e tended eatures to
su ort 48 it it and 4 it addressing. In t is section e ill try to rie y
introduce relevant details o HP-UX system arc itecture rocessor arc itecture
registers memory layout instruction set enoug to get us started it riting
u er over o e loitation code. Ho ever y no meanst is s ould e consid-
ered as detailed HP-UX P - IS arc itecture overvie . Pleasere er to HP-UX
runtime arc itecture and P - IS assem ly manual documents Internet lin s

are given in section 4.1 or detailed descri tions o t ese su ects.

ere are certain relevant di erences et eenP - IS 2. and P - IS
1. rocessors ic are uite signi cant en u er over o s are attem ted

to ee loited. e ill try to covert ese di erences s ortly as ell.

ory ayo on
P - IS virtual memory is a set o linear s aces. ac s aceis 4 22

ytes and is divided into4 ¢ un so 1 2 0 ytes eac no nas uadrants

enumerated as 0 1 2 and 3 .

e t segment e rst uadrant contains te t segment and is reada le

e ecuta le non- rita le. Must e aligned to age oundary. is area
is used to store code mac ine instructions . e te t address egins at
0 00000000 and ends at 0 3 . ma ed ys aceregister 4 .

ata segment e second uadrant contains initiali ed data uninitiali ed

data SS t e ea andt estac . e uadrantisreada le e ecuta le




rita le. Must e aligned to age oundary. ma ed y s ace register

ata segments start at 0 40000000 and end at 0

S ared memory et ird and ourt wuadrants contain s ared memory.

Parts o s ared memory ic ere attac ed tot e rocess using system

calls are read- rite. e s ared memory segments start at 0 80000000
and end at 0 . System code is laced into last uadrant
0 0000000t roug O .U er2 mega yteso last uad-
rant 0 0000000 -0 are not reada le rita le e ecuta le y a -
lications. e rst agesie o t e ourt wuadrantist e ate ay
age. eset o uadrants are ma ed y s ace registers and

en a inary is loaded on an HP-UX system it is assigned t o s aces

one or code one or data. odes aceis al ays read-only and could e s ared
y a e  rocesses ile data s ace is rita le and rivate or eac  rocess.
Identi ers to eac s ace are assigned at runtime and laced into s ace register

4 code and data .

roc orr 1 r and a «con n ion on

a les 1 and 2 summari e P - IS  rocessor registers. a le 1 contains most
o registers ic e are generally accessi letoa lication and ic e could
vie in de ugger ilet eta le2 containsallt eot ersmosto  ic arenot
really use ul or us and arelisted ust ort e sa eo com leteness. olumn 1
states a register name as it is re uently eing used in HP manuals. olumn 2
states a register name as it could eseeningd 1 orad 1. olumn 3 gives
a rie descri tion o t e register ic is eing e anded later in t is section

as ell.

1l registers on P - IS ic are accessi le ya lication could es lit

into our ollo ing categories

eneral registers
loat- oint registers
S ace registers

ontrol egisters



S ado registers

S U co- rocessor registers

mong t ese eneral registers S ace registers and some control registers

are t ose ic interest us.

eneral registers aret ose ic euset e most arit metic logical o era-
tions are er ormed on contents o t ese. nP - IS 1.0and 1.1t e registers
are 32 it ide onP - IS 2.0t ey are 4- it ide. sit could e seen rom

ta le 1 t ere are 32 general registers named as 10t roug r31 . Some o

t ese aves ecial ur ose ic es ould ee in mind
rl - ind o register. atever e ritet ereis eing dis-
carded. enever eread romit eal aysget 0. isoneis artic-

ularly andy or creating arti cial P o erations.

r2 -t isis a very im ortant guy or us . is register olds a return
ointer on HP-UX system ic is eingutilied y v ranc vectored

instruction to e ecute return rom a rocedure

r2 r2 r24 and 123 - argument assing registers arg0-arg3 .

Used to ass arguments to sys-calls rocedures etc.

r28 and r2 - unction return value registers. oldt e result o t e

e ecuted unction .

r30 - arti cial stac  ointer register. P - IS arc itecture doesnt ave
any ard are-designed stac ointer so y runtime convention r30 is

eing used as stac  ointer register.

I dou t youd ever e doing any oat- oint registers o erations in your
s ellcodes so e ill omit t e detailed descri tion o t ose lease re er to HP

manuals i you need details on it.

S ace registers as its een noticed in revious section are used to old
memory s ace identi ers. egisters sr0- sr4 could e modi ed y user-mode

a lication  ile registers sr - sr could not.



alel P - IS eneral registers







ere are numerous control registers on P - IS arc itecture ut e ill
only aveto ea areo P S H P HandP S P S  registers ic
are rocess e ecution ueue eader and tail ointers s ace S and o set

ic are ind o segment and and o set registers i you o erate in i38
terms . e P - IS arc itecture is i elined so or er ormance en ance-
ments IMH c counter as s itted into t o registers. ueue ead ointer
usually oints at currently e ecuted instruction ile ueue tail oints to an
instruction to e e ecuted ne t. In HP manuals t ese are also re erred as
I _ront ead and ]I _ ac registers . Please notice t at ig ert o

its 0 o set registers contain rivilege level 0 e ecuted instruction.

S ado registers are used to store registers content ile e ecuting inter-

ru ts. utilied y I I instructions .

S U o- rocessorregisters are S ecial unction Unit registers ic could

accessi letot euser a lication. e ontneedt em eit er.

¢

n r cion

ranc lin ranc lin ter-
nal ranc vectored. um s into target address return address is stored
inr . does t e same t ing uts ace register is involved. um s into

address ic calculated as s ited3 itslet lust eregister  value.

ranc register and lin address is calculated as s ited 3 its

let 8 current instruction address. return address is laced into t.

ot er interesting condi-

tional ranc es ic could e o some use in advanced code.

net et es eci cissues ic e aceonP - IS as ell assomeot er
risc arc itectures is delay-slot e ecution it ranc ing. eres a ole
conce t e ind on o it o timi es e ecution er ormance y saving tic s
etc. ut rie y asitiss o non gurel en a ranc instruction is eing

e ecuted an instruction rom t e delayslot is eing e ecuted rst.

Soi you see somet ingli e



READ —— | EXECUTE

+7 delay slot

add | | mov be add add

A

execution flow

e delayed 1

READ — | EXECUTE
A A

read and execute

be add || copy|| mov

igure 1 ecution o and delay slots on HP-UX P - IS

t e actual e ecution se uence ill e

ndt eoldvalueo r ill estoredinto-128 s andt ent e ranc

ill e e ecuted.

It is also ossi le to s i delay-slot instruction y setting nulli y

itint e ranc instruction to 1.

od tor nd o ut tion in truction

load aligned ord al ord yte
into general register . ormst eo set. ist es aceregister

used.

store aligned ord al ord yte
rom general register . ormst eo set. ist es aceregister

used.

- rst instruction cal-



culates address o and stores o set into . e second in-

struction is loading adding immediate argument into target register

1 3 rl r
trr er orm certain o eration add su or or and it contents o

registers rl and r2 and store result into targreg.

I Iir trr immediateo eration it argumenti and

register reg. esult is stored in targreg.

y ca in oca ion

System calls on HP-UX as ell as every ereelse could e made indirectly

y calling ra ing routines in li ¢ 1i rary or t ey could e made directly

y calling a single system calls entry oint. e system calls entry oint is
located in system s ace and identi ed y s aceregister sr . ddresso t e
system calls entry is de ned in asS S

e currently used value is

ac system call is assigned an uni ue num er ic s ould e loaded into
register r22 eore a call to S S is made. rguments or syscall
s ould eloaded into registersr2 arg0 r2 argl r24 arg2 andr23 arg3 .
Status code o an e ecuted syscall is eing returned in register r22 0 - means
succeeded and return value i any in register r28. I syscall ails non- ero in

r22 ill e returned and error num er into r28 ill e laced.

ist o system call num erscould e oundin on HP-UX 11.0 le

ic is eing included rom

e ollo ing are some system call num ers ic e may need or our

s ellcodes



nd a ragment ic demonstrates a call tot e setuid syscall

o 1 ion ind nd n cod

P - IS runtime arc itecture document gives some ints o to rite osition-

inde endent code ic s ellcode usually is



e ontneed al o at t ey are recommending eret oug utt e
int o togeta cintoregisterisvery andyindeed. e illrevie t isissue

in more details in section 2.2 ere e ocuson riting a sim le s ellcode.

ack Fra ayo and arkr

s its een mentioned eore P - IS  rocessor doesnt ave any ard are

im lementation o a system stac so y sot are convention a general ur ose

register 130 is eing used ast e stac  ointer. is allo ed HP to ¢ oose
a very stac gro ing direction see gure 2 ic made certain
class 0 unctions including li ¢ unctions to e non-e loita lei

certain conditions are not met.

eore e start revie ing rocedure callson HP-UX P - IS  lat orm let

us rie y see o HP categories rocedures

I rocedures could e rie y classi ed in one 0 t o categories and
non . ea rocedures aret ose ic ma e no additional calls. on-lea

rocedures are t ose ic ma e additional calls.

e signi cant di erence et eent ose or usist atlea rocedures carry
stac rame and return ointers in registers never store it in stac  so it is

im ossi le to over ritet ose ye loiting u er over o s.

Address
growth

Stack Frame 1
Frame Marker - ret address

Saved Registers Stack Frame 2

Local

Actual

Sp Frame Marker

igure2 o o t estac on HP-UX P - IS

not er essential detail a out t estac on HP-UX ist at most o t ein or-



mation regarding t e called rocedure is stored in arent rame ic means

t at general e loita le se uences ould e ollo ing . seet e gure?2 .

1. vulnera le unction s ould allocate u er in stac and call su - unction
2. su - unction as to store its return ointer

3. u erisover o ed and stac rame o vulnera le unction ere su -

unction return ointer is stored is over ritten

4. su - unction returns i as over ritten e s ould not

return into vuln- unction

SP-52 (—>down): Variable arguments
SP-48 —> SP 36: Fixed arguments....
Franme Marker
SP-32: Saved %r19 (shared lib calls)
SP-28: Reserved
SP-24: Saved RP (shared lib calls)
SP-20: Saved RP (Saved MRP)
SP-16: Static link (or Saved %sr0)

SP-12: Cleanup
SP-8 : Ext ptr/Calling stub (RP”)

SP-4: Previous SP

igure 3 rameMar er HP-UX P - IS

not er issue ic e s ould ee in mind i e over rite stac - rame
ointer t atit asto e 4- ytealigned. nP - IS 2.0 HP-UX 11.0 your
rocess ill receive incasei itisnt. a.. and 4 runtime environment
a ersayst att ere uirementis 1 yte alignment.. o .. PPP It also says
t at revious stac  ointer is not e licitly stored in rame mar er ut t ats

not atl aveseenin de ugger on HP-UX 10.20 and 11.0 eit er.




rocd r ca

ere are direct rocedure calls and s ared li rary calls ic could e seen on
an HP-UX system. irect rocedure calls are made it 22- it dis lacement
so add 3 ytestot e address ere you ant to um into instruction.

ormally return ointer is stored in register 2. I t e call is too distant over

8m  a call into a similar to s ared li rary call see elo and
gure ill e used.
Program Library

(or long distance proc)

1™
Caller = Callee ] 4
i ;
stub 5| stub
(import stub) 2_|  (export stub) =

igure 4  alling long distance or s ared li rary rocedures on HP-UX P -

IS

ors aredli rary calls and are eingused see gure
ismeanst att e actual call rom t e rogram is done intot e stu and

t estu erormsloo u ort e routine in and e ecutes t e
call a ter ards. ort stu is rovided or inter ace to return rom a
s ared li rary call ac intot e rogram. Scratc register rl lin age ta le
register rl and reserved elds in rame mar er are used to o erate and
store restore return ointers ere. Please re er to runtime o eration manual or

urt er details.

riting as ell o e

in a y ic r ady

In ormation given in revious sections s ould eenoug to riteasim le s ell-
s a ning s ellcode. e ill rite it directly in assem ly ecause or me er-

sonally it ta es longer to clean u allt e un inserted y com iler rat ert an



riting stu  rom t e scratc . - rototy e or t e s ellcode ould loo

somet ingli et is

call ould e

call

and i somet ing ails



h cod rooy

andi estic allt e iecestoget erintocom ila lecode e ill get somet ing

li e



I laced some ind o odd um rom main into our s ellcode ic 1d

doesnt reallyli e utas arasit or s its ould e ne.

in rid o y

00 sli et ecodeisnice and s iny ut it seemst at e ave some ro lems

ere



In some instructions at addresses
e avegot U

ytes ic e ill avetogetrido .

irst U yte o su int et eistruction ere eload syscallnum er.
is one is easy to since immediate instructions etc ave

ollo ing ormat

Soit s ould e enoug to usesome values it non- ero its int e ig er

al ord.

Same ay edeal it null- ytesin



o get rid o null yte in ere lace it it
e also remove no and an o code ic doesnt ma e any e ecti e ecuted

t ice. Heres at e got no



andt e e dum



loo s good. ets convert it into e and leaveit ora ile

PS i you really ant a small s ellcode you could get rid o suid and

e it arts



eveloping a buffer overflow exploit

o ractically see o u er over o could ee loited e ill develo a

ome-made vulnera le rogram and an e loit or it.

nra ro ra

sane am le o vulnera le unction e ill use trc ic is ro en on
HP-UX 110 yt e ay along it t eresto tr amily sinceco ies u er-
si e ¢ aracters num er any ay ut e ill ela orate t ese di erencies later .
e avet ocalling unctions 13 a and20 oo  ust or convinienceso e

could use t e similar e am les on ot er lat orms.



odin ol

oding e loit ere is not very di erent rom t e ay it is done on t e ot er

lat orms t e only t ing ic s ould ta e our attention is t at

e loit s ellcode s ould e aliened v 4 vte oundarv



um into our code ill occur only  en asu -call unction i.g. unction

ic is eing called rom our unction returns.

return address s ould e calculated as an address ere e antto um

into 3.

So e ill ust comment it out our multi- eatured e loit code rie y









ines 13-20 de ne some de ault arameters or out o e loitation tool
u ersi e distance stac o set o set o ours ellcode in t e victim relative to
our stac value. ero-lessno o code or r2 r2 r0  adding distance
alignment distance at to ad or our de ug mode and count o e tra-

return addresses to lace into t e stac .

Using - or uersie -d ordso -r orenorcing some articular
return address -a or alignment - or adding arameter -m or num er
o additional ret addresses into t e stac and - to ull us into de ugger

command line s itc es allt ese arameters could e altered dynamically.

Heres o e usually use it



Sot ereturn address ic eactually su lied asta en into account all
eneedto ndoutno is S so ecould um into our s ellcode

and gureout u er si e more or less recisely.

d is a lovely de ugger ic as memory searc eatures unli e gd
so e nd location o our s ellcode airly wuic ust start searc ing rom t e
ottom o t estac oursi edont avea lication stac address ecause
t ey s ould e airly similar you could also nd out t e address y rea -

ointing main routine rst indo long t ats yI roug tu a

e enter

and

O su ..

Here 03 8 12 2stands or searc rom addressO 03a 8 orat o
yte se uence 1 2 2 ic is eginning o our in s string. see ad 1

manual i t e uestion trou les you ere

o ma e sure it is really our s ellcode e ust e amine some data around



oo s all rig t. So no  y calculating o set di erences moc ing around a

it e gureoute act u ersi e and stac distance

at s it..

ro oi in oondi r n y

InP - IS 2.0 enoticed a e strange issues

str amily unctions at least carryt eir valuesin registerssot ey al ays

could return.



some eros are eing stored in stac - rame register values y t ese
unctions so  en t ey return long co ied strings t ese are usually trun-

cated

and en ee ecutet is iece

s you see e still could over rite a ointer ere ut a strcy
unction returned normally and t e string got truncated to 2 ytes.
ad luc . ortunately it stillisnt t e case it s rint amily and ot er

our riends

Appen ix

ile riting t is iece ollo ing documents I ound very el ul

untime erations manual or HP-UX 10.20.



untime erations manual or HP-UX 11.0.

untime erations manual or 4 it mode.

1 inary descri tion.

d manual.

not er ad manual

¢ a ter rom Smug 00 on a-risc

P - IS instruction set manual

aia iiy

e a eras ell as demonstrated source code and u dates is availa le at



