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UDP datagram send to a closed UDP port.

Datagram sent with the 
 DF Bit Set,
 and 
data


portion
  of the request should contain 
 70

bytes
 .


1


No ICMP Error

Message Received


Host Filtered / Down


ICMP Port Unreachable Error

Message Received
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Linux Kernel 2.0.x/2.2.x/2.4.x Based

CISCO Equipment (Routers) with IOS 11.x-12..x

½
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Linux Kernel 2.0.x/2.2.x/2.4.x Based

CISCO Equipment (Routers) with IOS 11.x-12..x

É

Extreme Networks Switches


TTL ~ 255

Ê

TTL ~ 64

Ê

Linux 2.0.x
 Linux Kernel 2.2.x/2.4.x based


Amount of Echoed Data from the

Offending Packet

Ë

Only the IP Header and 8 Data

Ì

Bytes from the Offending

Packet is echoed with the


ICMP Port Unreachable Error

message


All the Offending Packet is

echoed with the ICMP Port
Í

Unreachable Error message


CISCO Equipment (Routers) with IOS 11.x-12.x

É

Extreme Networks Switches

Linux  Kernel 2.0.x/2.2.x/2.4.x Based


UDP Checksum

Echoed = 0


Extreme Networks
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UDP Checksum

Echoed is OK


CISCO Routers
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IOS 11.x-12.x
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IPID !=0
 IPID = 0


Linux Kernel 2.4.0-2.4.4
Linux Kernel 2.2.x/2.4.5


ICMP Echo Request

2


No Reply
 Reply


Linux Kernel 2.2.x/2.4.x based

A Filtering Device Prevents us from Concluding


ICMP Echo mechanism is

Not Filtered
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Precedence Bits !=0xc0


Amount of Echoed Data from the Offending Packet


Sun Solaris 2.3 - 2.8
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HPUX 11.x

MacOS 7.x - 9.x


Data Bytes of the

Ý

Offending

Þ

Packet Echoed with the

ß
ICMP Port Unreachable
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Error Message = 64

á

Data Bytes of the Offending

Packet Echoed with the ICMP


Port Unreachable Error Message

= [More than 64 bytes]


Data Bytes of the Offending

Packet Echoed with the ICMP


Port Unreachable Error Message

= 8


Others

â3Com SuperStack II switch SW/NBSI-


ã
CF,11.1.0.00S38
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Nokia IPSO 3.2-3.2.1 releng 783-849

Ricoh Aficio AP4500 Network Laser Printer


Shiva AccessPort Bridge/Router Software V 2.1.0

Ü

[ Linux 2.0.x / 2.2.x / 2.4.x ]
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Sun Solaris 2.3 - 2.8

HPUX 11.x


MacOS 7.x - 9.x


Sun Solaris 2.3 - 2.8
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MacOS 7.x - 9.x
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Echoing  Integrity Check

ù

IP Total Length Field Value of the

Offending Packet Echoed is OK


IP Total Length Field Value of the

Offending Packet Echoed > 20


Bytes from the original


AIX, BSDI, NetBSD 1.x-1.2.x

Other

ú

IP Total Length Field Value of the

Offending Packet Echoed < 20


Bytes from the original


OpenBSD 2.6-2.9

ú

Apollo Domain/OS SR10.4

û

NFR IDS Appliance

[ Extreme Networks Black Diamond switch ]

ü

[ Extreme Networks Gigabit Switch ]

ü

Network Systems router NS6614 (NSC 6600 series)

ý

Cabletron Systems SSR 8000 System Software, Version 3.1.B.16

þ

***
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OpenBSD 2.6-2.9

�

Apollo Domain/OS SR10.4

NFR IDS Appliance

�

[ Extreme Networks Black Diamond switch ]

�

[ Extreme Networks Gigabit Switch ]

�

Network Systems router NS6614 (NSC 6600 series)

�

Cabletron Systems SSR 8000 System Software, Version 3.1.B.16

�

Echoing  Integrity Check


UDP Checksum Echoed

�

0

�

OK

�

Bad


OpenBSD 2.6-2.9

�

Apollo Domain/OS SR10.4

	

Echoing  Integrity Check


IP Header Checksum Echoed




Bad
 OK

�

OpenBSD 2.6 - 2.9

�

Apollo Domain/OS SR10.4


[ Extreme Networks Black Diamond switch ]

�

[ Extreme Networks Gigabit Switch ]

�

Network Systems router NS6614 (NSC 6600 series)

Cabletron Systems SSR 8000 System Software, Version 3.1.B.16

�

NFR IDS Appliance
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AIX, BSDI, NetBSD 1.x-1.2.x, MacOS X 1.0-1.2


Echoing  Integrity Check


IP Header Checksum

of the Offending

Packet Echoed

Miscalculated


IP Header Checksum of the

Offending Packet Echoed


Equal 0


BSDI, NetBSD 1.x-1.2.x,MacOS X 1.0-1.2


Echoing  Integrity Check


IP ID of the Offending

Packet is Not Echoed


Correctly


IP ID of the Offending Packet

is Echoed Correctly


BSDI 4.x / NetBSD 1.x-1.2.x

Big Endian / MacOS X 1.0-1.2


BSDI 2.x, 3.x or NetBSD 1.x-1.2.x

Little Endian


AIX


***


***
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Echoing  Integrity Check


3Bits Flags & Offeset Field

C

Bad - Flipped
 OK

D

FreeBSD 2.2.x - 4.1 [Probably 2.1.x as well]

NetBSD 1.3.3, 1.3.2, 1.3.1, 1.3 [Probably from 1.0.x as well]

E Other


D

IP Header Checksum

Echoed = 0

FIP Header Checksum


Echoed ! = 0

F

FreeBSD 2.2.x - 4.1

[Probably 2.1.x as well]

G N


E
etBSD 1.3.3, 1.3.2, 1.3.1, 1.3.0
H

Little Endian (i386)

[Probably from 1.0.x as well]
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ICMP Echo Request

with the 
 Precedence Bits ! = 0 
 ,
DF Bit Set
,
 ICMP Code Field != 0


2


Microsoft Windows Family
 Other


ICMP Code Field

with the Reply ! = 0


ICMP Code Field

with the Reply  = 0


L�MON5P�QSRUT5T!V�W=X�RZY)['M]\_^�M]Y�Na`cbad8e5f'R Xhgib3f

Microsoft Windows Family


TTL ~ 32
 TTL ~ 128


Other Windows Based OSs
Windows 95


Precedence Bits = 0
Precedence Bits != 0


Other Windows Based OSs


98
/

j
98SE
/


j
ME
/


j
NTsp3-
/


j
NTsp4+


Microsoft Windows 2000, SP1, SP2


L�MON5P�QSRUT�k�V�W=X�RZY)['M]\_^�M]Y�Na`cbad8e5f'R Xhgib3f

l \m['n�Ro`hMOpZQ l f l \q[rd8e5f'R X l5s RZQteu['MOY�Nvf'^�f�['R wvfZx

yzf'M]Y.N�[Sn�R|{#}1n l�~ Y.f��ARZQU}1n.e#[t��{�e s�s Q l e5ptn��AR���M]�O�zX3MO��MOX3R�[Sn�R�Q'R�f=[ l \�['n�R
`�M�p�Q l f l \q[rd.e5f'R X l5s RZQteu[SM]Y.NUf'^3f=[SRZwvf ��e5fA['n.R�X3MOe5N5Qte#w�d�RZ� l ��f'P�N5N!R f�[Sf x

���.� �4�����������������4�m ��8���u�

L�Q l w¡['n�R l!s R QSe#['MOY�Nhf�^3f�['R wUf��]RZ\q[ ��y¢�]['QSM¤£�e#Y.X�¥ l �!RZ�O�¦e#QSR§['n�R l Y��O^ l5s RZQteu[SM]Y.N
f'^�f�['R wvfA['n.e#[¢��M]�O�¨Y l [rR�ptn l d.e5pt©ª['n�R�«¬L­d�M][¢��M]['n�['n�R M]QzW'®r`h¯4°¦ptn l Q'R s �OM]R�fZx

yzf'M]Y.N�[Sn�RrW=¯�±rM]wUR�²�[ l ²�³�M]�!R¦´8RZ��Xo�ue#�OP�Rr�ARµ��MO�]�3d�R¢e#d.�]Rµ[ l X3M]¶�R Q'R Y)['M�eu['Rrd�R�[=�ARZR Y
['n.Ri[=� l x
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ICMP Time Stamp Request


Reply
No Reply


Windows 98/98SE

Windows ME


Windows NT SP 3-

Windows NT SP 4+


3

Ñ 98
/


j
98SE
/


j
ME
/


j
 NTsp3-
 /
 NTsp4+


No Reply


4


Reply
No Reply


4

Ò

Windows ME
Windows NT SP 3 -
Windows NT SP 4 +


ICMP Address Mask Request


Windows 98/98SE


ICMP Address Mask Request


Reply


L�MON5P�QSRUT Ó.V�W=X�RZY)['M]\_^�M]Y�Na`cbad8e5f'R Xhgib3f

ÔÖÕ×���_�ªØ��u�m�8���mÙ�ÚÛ�q���4Ü�ÝoÞàßáØ� � u�8 ÖÞ?��â�â �.Ù8��â

³ l�l ©�MOY�Nªe#N)e#MOY�e#[¢['n.R�W'®r`h¯9°¦Q'Q l QrwUR fSf'e5N5R¬['QSMON5N5R Q'R�X�d)^a['n�R l ¶ÍRZY.X3MOY�Nay�«�¯
X�e#[Se#N!QSe5w?�AR¢n.e��5R¢f'RZY)[��!�AR¢��MO�]�8R�£�e#wUMOY�Rze#Y l ['n.RZQ0´8Y�N5R Q s QSMOY![SM]Y.Ni['R ptn.Y�MOã)P�R¢²�{5«¬L
äAM¤[µR ptn l M]Y�Nå��M]['naW'®r`h¯­°0QSQ l Q�wUR fSf'e5N5R fS{�x�b�RZ�!RZQte#� l!s R QSe#['MOY�N�f'^�f�['R wvf0��MO�]�8Y l [µf'R�[
['n.R�«¬Læd.M¤[i��M¤[Snh['n.RoW=¯:çzR e!X3RZQ l \B['n.RoW'®r`h¯9°¦Q'Q l Qzw§R�f'fSe#N!R5��e#�]['n l P�N5nh�AR�n.e��!R
f'R�[�M¤[¢��M]['n l P�Q l ¶ÍRZY.X�M]Y�Nªy�«�¯1X.eu[Se5N5Qte#w�x

L�Q l w�[Sn�Rå�OMOf�[ l \ l!s R QSe#['MOY�Nvf�^3f�['R wUfA�OR�\q[��Íg s RZY.ä�b3«?k�x]TZ²èk�x Ð���e5Y.X�¥¢R�[tä�b3«�T5x é.�
T5xêÐo��M]�O� s Q l X3P.p�R¬[Sn�MOf¢©)MOY.X l \�d�RZn.e���M l Q�x

b�MOY.p�R�g s RZY.ä�b3«ëk3xOT�²=k3x Ó|d.e!f�R�X�wve5ptn.M]Y�R�f§��M]�O�¢ìZR Q l�l P�[v['n�Rhyz«¬¯�ptn�R�pt©�f'P�w
��M]['ní['n�R M]QaW'®r`h¯ s8l Q�[ªP�Y.Q'R�e5ptn.e5d��]R�RZQSQ l QUwUR fSf'e5N5R f �¦�AR|pZe5YíX�M]��M�X3R�['n�M�fvN!Q l P s
\_P�Q'['n�R Q x

Þ?�����9�o u�.�m�u�íîåÚÛ�m�3�v�_âvâ � �_ï�ïAï��)ð��uñ

y¢Y)['MO��['n�M�f s�l MOY)[ l \å[Sn�R�X�R p�M�f'M l Yæ[SQ'R R5��[Sn�R|QSR f'P��][Sfª�AR|��MO�]�¬QSR p�R M]�!R|e#QSRh�5R Q'^
QSRZ�OMOe5d��]R!x

L�Q l w:['n�M�f s�l MOY)[ ��M¤[�M�fÊ�!RZQS^zMOw s�l Q'[Se5Y)[Ê[ l M�X3RZY)['M]\_^�['n�RB[te#QSN5RZ[ ò fÍ� l pZe#['M l Y�ó�[ l!s8l � l N5^5x
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DF BIt Echoing [
with the request
 ]


DF Bit Not Echoed
 DF Bit Echoed


Ultrix, Novell
 Other


TTL ~ 128
 TTL ~ 255


Novell
 Ultrix


*


L�M]N!P�QSR§T é.V�yzf'M]Y.Nª«�LæäµM][z°¦ptn l MOY�N���M]['n�W'®r`h¯9õ�P�R Q'^�`�R fSf'e5N5R�f

ö ~ Q'Rå�ARiM]Y8f�M�X3R�e#Y�WèY)['Qte#Y�RZ[t�

ö ~ Q'Rå�AR l YÖ['n�RåWèY)[SRZQSY�R�[÷�

ö ~ Q'Rå�ARåã)P�RZQS^�M]Y�NUeUn l f=[ l Y�e#Y l ['n.RZQ�WèY)['Qte#Y�RZ[¢f�P�d.Y�R�[÷�

ö ~ Q'Rå�ARåã)P�RZQS^�M]Y�NUeUn l f=[ l YÖ['n.RåWèY![SRZQSY�R�[÷�

±rn�R�Y�R�£�[§['R�f=[vM�fUP.f�MOY�N�['n�R�{#}1n l e5Y.f��ARZQ§��n.e#[t��{�e s�s Q l e!ptn¨xø±rn�R s Q l d��ORZw
M�fo[Sn.eu[vw�^­wve s�s MOY�N l \¬Y�R�[=� l QS©�M]Y�N�X3RZ��M�p�R�f�M�f�\�e#Q§\_Q l wùd�RZMOY�Nøp l w s �]RZ['R5�Ae#Y.X�W
pZe5Y�Y l [ap l Y8p��OP.X3R���n�M�ptn1Y�R�[=� l QS©�M]Y�N�X3R �)M�p�R�fv��MO�]�ze5Y.f'�µR Q÷óuY l [ªe#Y8f��ARZQve#Y4W'®r`h¯
MOY3\ l QSwveu['M l Y�QSR ã)P�R f�[ ��\ l Q�R�£�e#w s �OR5x

±rn�M�fµM�fAe#Y l ['n�R QµQSR e!f l Yv��n)^UW0n8e��5Rzf�[Se#['R Xv['n.e#[AM][AM�fA�5R Q'^§M]w s�l Q'[Se5Y![µ[ l P�Y.X3R Q�²
f�[Se#Y8Xª[Sn�R�f�P.Q'Q l P�Y8X3M]Y.N!f l \�['n�Ri[te#QSN5RZ[A�AR�e#QSR�� l QS©�M]Y.N§e5N!e#MOY.f�[ x

}�Ro��M]�O�¨� l)l ©ª\ l Q l5s RZQteu[SM]Y�Nvf'^3f=[SRZwvfr['n8eu[ze#Y8f��ARZQ�W'®r`h¯4WèY�\ l QSwUe#['M l Y�QSR ã)P�R f�[ x
±rn�Råe#Y8f��ARZQSM]Y.N

W=¯­e5X.X3Q'R�f'f'R f���MO�O�.d�R�ptn�R�pt©5R X�\ l Q0R ptn l M]Y.NåM]Y)['R N5QSM¤[=^ s Q l d��ORZwvfB��M]['nv[Sn�RZMOQ0W'®r`h¯
RZQSQ l QAw§R�f'fSe#N!R¬['n�R ^ s Q l X�P.p�R�XÖMOYhf=[SR s�l Y�R l \m[Sn�R�X3R pZMOf'M l YÖ['QSRZR5x

±rn�R�W=¯úe!X�X3QSR fSf�R�fv[Sn.eu[h��MO�]�åe#Y8f��ARZQ�WèY3\ l QSwveu[SM l Y:QSR ã)P�R f�[ÖwUR�f'fSe#N!R fÖ��M]�O�åd8R
g s RZY�ûi`|bÍ�.ç�¯¦y¢ü�T�Á�xêk#Á.��e5Y.X�«¬ýiyzüox

Úþ���3�!ÿ]âª�m���Ê��ñ
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DF BIt Echoing [
with the error
� ]

�

DF Bit Not Echoed with the

ICMP Error Message


OpenBSD 2.1 - 2.3.x, 2.4 - 2.5

NetBSD 1.5, 1.4.1, 1.4


Other


Echoing  Integrity Check


UDP Checksum of the

Offending Packet Echoed = 0


OpenBSD 2.1.x - 2.3.x
OpenBSD 2.4.x - 2.5.x

NetBSD 1.5, 1.4.1, 1.4


UDP Checksum of the

Offending Packet Echoed ! = 0


DF Bit Echoed with the

ICMP Error Message


*


L�M]N!P�Q'RUT�Ð3VByzf'M]Y.NU«¬L�äAM][z°¦ptn l M]Y.N���M]['n�W'®r`h¯1°¦Q'Q l Q�`�R fSfSe#N5R�f

~ \q[SRZQ�[Sn�MOfzf=[te#N5R¬[Sn�R�ã)P.e#�OM¤[=^ l \mQSR f'P��][SfrM�f¢ã)P�R f�['M l Y8e#d��OR5x

W�n.e��!RµX3R�p�M�X3R X�[ l f�[ l5s eu[�['n�M�f s�l MOY![Beu[�[Sn�Rµw l w§R Y)[ �5e5�¤[Sn l P�N!n�p l Y)['MOY�P�M]Y.N¢\_Q l w
n�R Q'Roe5Y.XhM�X3RZY)[SM¤\_^�MOY�N.�8\ l Q�R�£�e#w s �OR5�ÍL�QSRZR�ärb�«àé8x]T!x]T!�.é.xêk3�8é.x Óªe#Y8XcÐ3x Ávd�R�[SeaMOfz�5R Q'^
f'M]w s �OR5x

� ���
	���
���

��	���	���	���������	! "�#�%$'& () 
�+*
�
����,-	

ü7N l e5�8M�fµ[ l d8RiR/.ªpZM]R Y![�e#Y8XªMOY![SRZ�O�]MON5R Y)[AMOYÖX3RZ['R Q'wUMOY�M]Y.No[Sn�Rz[te#QSN5RZ[µW=¯íf=[te5pt©Íx�±rn.MOf
wUR e5Y.fµ['n.e#[ l ['n�R QA\_R eu[SP�QSR f�e#Y8XapZe s e#d.M]�OM¤[SM]R�fr��M]�O�Êd�Rie!X�X3R�XÊ��e#Y.XÖf�n l P���Xad�Råe5X�X�R XÊx

`he#MOY��O^h[=� l gib|´.Y�N5R Q s Q'MOY)['MOY�NawUR�[Sn l X�fåe#QSR s �Oe5Y�Y�R�Xh[ l d�RUP.f�R�XÊV¬n.e#QtX�p l X3R�X
{ ~ W={§w§R�ptn.e#Y.MOf'w10�pZP�QSQ'R Y![S�]^aM]w s �ORZwURZY)[SR X32Ae5Y.X�f�MOY�N5Y8eu['P.Q'RZ²�d.e!f�R�Xªe s.s Q l e5ptn¨x

}�R�e#QSR s �Oe5Y�Y�MOY�N l Yve5X.X3M]Y.N�f l w§R¢pZP.f�[ l w f'pZRZY.e5Q'M l f���n�R Q'R l Y�R¢pZe5Yvf s R pZM¤\_^�['n�R
[ l!s8l � l N5^���n�M�ptn�ü s Q l d�RUf'n l P��OXcd8Rv� l QS©�M]Y.NÖe#N)e#MOY.f�[ xoL l QåR�£�e5w s �]R!�ÊM¤\rü s Q l d�R§MOf
d�RZMOY�N�P.f'R X l Yªe#YvMOY)['RZQSY.e5�8³ ~ ¥9M][µwve�^§Q'R�ã!P.M]QSR l Y�R�f�RZ[ l \Í[SR f�[Sf �!��n�R Q'Rz��n�RZYªP8f�R�X
[ lUs Q l d�Råe#Y l ['n�R Q�n l f�[ l Y�['n.RåWèY![SRZQSY�R�[�M][¢wve�^ªQ'R�ã)P�M]QSRåe#Y l ['n�R Q�f�RZ[ l \�[SR f�[Sf x

}�R|e5Q'R s ��e#Y�Y.M]Y�N l Y4e5X.X3M]Y.N�f l wUR�\�e#MO� l �5R Q�wUR ptn8e#Y�M�f�wvf�[ l ü�x¦±rn�M�fUw§R�e#Y.f
['n8eu[åM¤\�e�p�R Q�[te#MOY|['R�f=[���MO�O��\�e#MO�Bd8R�pZe#P8f�RU�ARUf'P.f s R�p÷[�eÖ´.�]['RZQSMOY�NhX3RZ��M�p�RUMOfid.� l pt©�M]Y.N
l P.Q�ã)P�RZQSMOR f��ARo��MO�]��d�R�e#d.�]Rå[ l ò \�e#�O� ò8M]Y)[ l e#Y l ['n.RZQ�fSp�R Y.e#QSM l e#Y.X�� l N!MOp5x�W�[���MO�]��Y l [
l Y.�]^ªd�R�MOw s �]R wURZY)['R�X�M¤\�['n�RoW'®r`h¯4¯ l Q'[�yzY�QSR e5ptn8e#d��ORå°0QSQ l Q�`hR fSf'e5N5R¬��M]�O��Y l [¢d8R
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ICMP Information Request


3


Reply

6

Other

7

OpenVMS, HPUX 10.x, DGUX

7

No Reply


HPUX 10.x, DGUX/Compaq Tru64,

8
OpenVMS with Process Software

7

TCPWare


IP ID Echoed is OK


OpenVMS

7

with Digital TCPIP Services


IP ID Echoed is BAD


Echoing  Integrity Check


HPUX 10.x

8

IP Header Checksum Echoed

= 0


DGUX/Compaq Tru64, OpenVMS with

9

Process Software TCPWare

:

IP Header Checksum

Echoed ! = 0


Echoing  Integrity Check


DGUX/Compaq Tru64


UDP Checksum Echoed = 0

;

OpenVMS

7

with Process Software TCPWare
<

UDP Checksum Echoed ! = 0

;

Echoing  Integrity Check

=

LmMON5P.Q'RUT ô.VByzf'M]Y�NvW'®r`|¯æWèY�\ l QSwUe#['M l Y
>�R ã)P�R�f=[tf�e#Y.X?>�R s �]MOR f

QSR p�R M]�!R X�\_Q l w eh[te#QSN5RZ['R X­wUe!ptn�MOY�R5�Bd�P�[Ue5�Of l M]\zW'®r`h¯à°µptn l QSR s �]MOR f���M]�O�AY l [Ud8R
QSR p�R M]�!R XÊ�3e5Y.X�w§MON5n)[�d�RåM]w s �ORZwURZY)[SR XÖ\ l Q l ['n�R Q¢f'pZRZY.e5Q'M l fAe5fr�ARZ�O��x

~ ��f l RZ�ORZwURZY)[Sf l \�Y�R�[=� l QS©|wve s.s M]Y.Nh��M]�O�¦d�RªMOY.p��OP.X3R�X@0q[�[S�AX�MOf�[Se5Y.p�R s QSR p e#��p�P3²
��eu['M l Y�� l5s [SM l Y.e#�AQ'R�e5ptn.e5d�MO�]M][=^�fSpZe5Y�Y�MOY�N.� l!s ['M l Y.e5�ApZ� l f�R�X s8l Q�[vf'R e#QtptnøwUR ptn.e5Y�M�f�w
R�[tpA2÷x

}�Rå©�Y l ���µRin.e��!Råf l w§Ri�OM]wUM][Se#['M l Y���M¤[Sn�ü s Q l d�R5V

ö ü s Q l d�RåMOfrd.e!f�R�X l Yhe§f�[Se#['M�p¬� l N5M�p"0�üB2

ö ü s Q l d�R�pZe5YhMOX�RZY)['M]\_^ l Y��O^hg s RZQteu[SM]Y.Nab�^3f=[SRZwvf�e5Y.Xheªf'wve#�O��Y�P�wod�RZQ l \BY�RZ[�²
� l QS©�M]Y.N§X3R ��MOpZR f

ö ü s Q l d�RåMOfrW'®r`h¯róuy�«�¯íd.e!f�R�XC0�M x N.xBM]\m[Sn�R f'R s Q l [ l p l ��fre#QSR�´8�¤[SRZQSR XÖ�µR¬\�e#MO�D2

}�R�e5Q'R s ��e#Y.Y�M]Y.NUf l wURiRZY.n.e#Y.pZRZwURZY)[tfZV

ö >¢RZ��e�^)MOY�N l Y�e�´.Y�N!RZQ s Q'MOY)['MOY�Nv«�e#[Se5d.e5f'R5x
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ö y�f�MOY�NªeUX3^�Y.e5w§M�p¬� l N5M�p¬��M¤[Sn�e5YÖMOY)['R Q'Y.e5�Bò ~ W÷ò]x

ö ~ X�X3MOY�Nv�ue5f�[zf�P s�s8l Q�[r\ l Q�Y�R�[=� l QS©�M]Y�NUX3R �)M�p�R�fZx

ö Wèw s �ORZwUR Y![SM]Y.NªX3M¤¶ÍRZQSRZY)[�[SR f�[Sf�e5p p l QSX3MOY�N�[ l X3M]¶ÍRZQSRZY)[r[ l5s�l � l N!M]R�fZx

ö Wèw s �ORZwUR Y![SM]Y.Nªf�R �5RZQte#��´.�]['R Q'MOY�NvX3R �)M�p�R�frMOX�RZY)['M]´8pZe#['M l Y�['R�f=[tfZx

ö y�f�MOY�NvQSR e5�Íe s�s �OMOp eu[SM l Y�X�e#[Se5d.e5f'R fA��M]['n�['n.R�yz«¬¯íã)P�R Q'^!x

ö ®µR Q�[te#MOYhY�R�[=� l QS©ªwve s.s M]Y.NapZe s e#d�MO�OM¤[SM]R�f¢f�n8e#�O��d�R�M]Y8p��OP.X3R XF0_[�[S��X3M�f�[Se#Y8p�R s QSR�²
p e#��p�P���eu[SM l Y¨��f'R e#Qtptnª\ l Q¢p�� l f'R X�yz«¬¯ s8l Q�[��3Q'R�e5ptn.e5d�MO�]M][=^U['R�f=[tfZ��RZ[SpG2tx
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H H ���C	! 
�JIK*-LNM�
��O��(P��QR��$S�T	�UV��U

¯0�OR e!f�R¬QSR�\_RZQr[ l ['n�Ri[te#d��ORvT¬\ l Q¢X3RZ[Se#MO��fZx

g s RZQteu['MOY�Nvb�^3f=[SRZw õ�P�RZQSM]R�fµ[ l W=« ±mR ptn�Y.MOã)P�R�fz® l wod l yzf'R X
³¨MOY�P3£�WiR Q'Y�R ��k3x Á�x £ T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�

~ w l P�Y)[ l \ «¬eu[teù°¦ptn l R�XÊ�?W=¯
±�±�³

®µM�f'p l > l P3['R QSf
d.e!f�R�X W'gib T!T5x £)²
T�k�x Á.x £

T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \§«¬eu[te4°¦ptn l R X¨��yz«¬¯
®µn�R�pt©3f�P�wú°¦ptn l R X

°B£�[SQ'R w§R ¥¢RZ[=� l Q'©
b���M][Sptn�R�f

T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \§«¬eu[te4°¦ptn l R X¨��yz«¬¯
®µn�R�pt©3f�P�wú°¦ptn l R X

³¨MOY�P3£XWiR Q'Y.RZ�ok3xêk3x £
ó§k3x é.xOT�²=k3x é.xêÐ

k ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \ «¬eu[teù°¦ptn l R�XÊ�?W=¯
±�±�³¦��W=¯0W=«

³¨MOY�P3£�WiR Q'Y�R ��k3x é.x Á k ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \ «¬eu[teù°¦ptn l R�XÊ�?W=¯
±�±�³¦��W=¯0W=«

`he!p�gib��3x £a²YE�x £ k ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \ø«�e#[Se °¦ptn l R�XÊ�cyzY3²
P.f'R X�äAM][

b�P�Y|b l �Oe5Q'M�f�k3x Óu²=k3x 4 Ó ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \v«�e#[Se4°¦ptn l R�XÊ�i°¦ptn l
QSR ã)P�R�f=[���M]['n y¢Y�P.f'R X äAM¤[áf'R�[��
±rMOwUR f�[Se#w s QSR ã)P�R f�[

çz¯µy¢ü�T!T5x £ Ó ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \v«�e#[Se4°¦ptn l R�XÊ�i°¦ptn l
QSR ã)P�R�f=[���M]['n y¢Y�P.f'R X äAM¤[áf'R�[��
±rMOwUR f�[Se#w s QSR ã)P�R f�[

~ Wèü?Ó.x £Ê�3é8x £ T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
W=¯4ç¢R�e5X3R Q�®µn�R pt©3f'P�wá°µptn l R X
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g s RZQteu['MOY�Nvb�^3f=[SRZw õ�P�RZQSM]R�fµ[ l W=« ±mR ptn�Y.MOã)P�R�fz® l wod l yzf'R X
ä�b3«�W k�x £Ê� Ó�x £ Z
¥¢RZ[Sä�b3« T5x £�²ST!x k�x £
�OM¤['['�OR�°0Y.X3M�e#Y

T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
W=¯ ç¢R e!X3RZQ+®µn�R�pt©�f'P�w °¦ptn l R�XÊ�
W=¯íW=«%´.R �OX��ue#�OP�RåR�ptn l R X

ä�b3«�Woé.x £[Z�¥¢R�[tä�b3«
T5x £�²ST!x k�x £ d�M]N °0Y3²
X3M�e#YVZ)`he5p�gibåü%T5x Áu²
T5xêk

T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
W=¯ ç¢R e!X3RZQ+®µn�R�pt©�f'P�w °¦ptn l R�XÊ�
W=¯íW=«%´.R �OX��ue#�OP�RåR�ptn l R X

L�QSRZR�ä�b3«?k3xêk3x £�²�é8x]T T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
Ó!äµM][SfiL���e#N!f¬e#Y8X�gz¶Êf�RZ[�´.R �OX.fZ�ÊW=¯
çzR e5X�RZQ�®µn�R�pt©�f'P�w

¥¢RZ[Sä�b3«�T!x Ó.x £ T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
Ó!äµM][SfiL���e#N!f¬e#Y8X�gz¶Êf�RZ[�´.R �OX.fZ�ÊW=¯
çzR e5X�RZQ�®µn�R�pt©�f'P�w

y¢�]['QSM]£ T ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
Ó!äµM][Sf�L���e#N)f�e#Y.Xhgz¶Íf'R�[�´8RZ��X�f

`|ba}1M]Y8X l �¢f�E!Ð k ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
Ó!äµM][Sf L��Oe5N!f e#Y.X gz¶Íf'R�[×´.RZ��X�f �
W'®r`h¯9® l X3Ri´.R �OX

`|ba}1M]Y8X l �¢fzk#Á!Á5Á k ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
~ w l P�Y)[ l \0«¬eu[tev°¦ptn l R X¨�.W=¯1± l ²
[te#��³�RZY�N5['n9L�MORZ��X4û0e#�OP�Rc°¦ptn l R�XÊ�
Ó!äµM][Sf L��Oe5N!f e#Y.X gz¶Íf'R�[×´.RZ��X�f �
W'®r`h¯ ® l X3Rþ´8RZ��XÊ��±zgib ´.R �OX
�ue#�OP�R
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g s RZQteu['MOY�Nvb�^3f=[SRZw õ�P�RZQSM]R�fµ[ l W=« ±mR ptn�Y.MOã)P�R�fz® l wod l yzf'R X
`�M�p�Q l f l \q[�}1MOY.X l �¢f
E54�ó\E]4!b3°

é ¯¦Q'R�p�R X�RZY.pZR äµM][Sf °¦ptn l MOY�N.�
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